
DUO Multi Factor Authentication 
 

Is this for everyone? 
If you are paid by Georgia College, you will be required to use this a part of the login process.  DUO will be a part of 
OneUSG Connect on April 18, 2018.    DUO provides an extra layer of security ensuring YOU are the one accessing 
your account.   

Student employees are assigned an OneUSG Connect employee account:  first_last@gcsu.edu.  You will use this to 
login to Unify to access the DUO tile. 

 
Do we have any option to NOT use DUO? 
No, DUO will be tied in directly in the login sequence for OneUSG. Therefore, anyone and everyone who logs in to 
OneUSG beginning April 18, 2016 must use it.  
 
I don’t want to use my personal phone or I don’t have a cell phone.   
No problem.  The recommendation to use a mobile device is because it is so easy to use and users generally keep 
their phones close by.   You can set this up to work with landlines. We do recommended using your office and your 
home phone so you may access your information at home too.  Remember, any time you want to access OneUSG 
Connect you will have to be able to access your DUO method too.  

Are there other options? 
Yes, U2F devices may be used.  Amazon sells a device:  Yubico FIDO U2F key ($18).  This is a USB device you may 
register as an option in DUO.  The device is small and designed to fit on a key ring.   Please note:  This U2F device 
requires users to use the Google Chrome browser. 

Tablets which receive phone calls or text may be used.     

I don’t have a smartphone. 
I have to pay for text. 
I have an older cell phone that doesn't get texts. 
I have a smartphone but don’t want to load the app. 
You can set cell phones using the "Other" option to call or a text or you can set up your cell phone as a landline to 
ensure it only calls your phone.  
 
I'll be teaching overseas and will not be able to use my cell phone. How will I authenticate? 
To access OneUSG out of the country, we recommend purchasing a Yubico FIDO U2F Security Key (Amazon.com, 
$18) and set it up prior to travel.  The USB may be used with your laptop to access OneUSG.     
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