
Self-Study Module on HIPAA 
 

Maintaining patients’ privacy and assuring confidentiality are essential components of trust in the nurse-
patient relationship.  Our very Code of Ethics for professional practice addresses promotion and advocacy for 
patients’ rights and specifies “The need for health care does not justify unwarranted intrusion into the 
patient’s life.  The nurse advocates for an environment that provides for sufficient physical privacy, including 
auditory privacy for discussions of a personal nature and policies and practices that protect the confidentiality 
of information (ANA, 2003). 

 
Today, inappropriate disclosure of a patient’s health status has the potential to be particularly harmful.  Social 
stigmas are associated with certain diagnoses and private health information may jeopardize the patient’s 
employment or health insurance coverage.  In these days of communicating with and about patients via 
technology, such as FAX, email, voice mail/answering machines, computerized medical records, and PDAs, 
inadvertent violations of patient privacy are more likely than ever. Concerns such as these contributed to the 
need for a national standard regarding the privacy of patient’s health records.  This was accomplished in 1996 
when Congress passed the Health Insurance Portability Act.  This new law, which is under the control of the 
US Department of Health and Human Services, went into effect on April 14, 2003. 
 
What are HIPAA’s primary objectives? 
1.  Assure health insurance portability  
2. Reduce healthcare fraud and abuse. 
3. Enforce standards for health information. 
4. Protect security and privacy of health information. 
 
Number 3 and 4 are the focus of this self-study module. 
 
To whom does HIPAA apply? 
HIPAA’s privacy and security requirements apply to all “covered entities” -- all healthcare providers, payers, 
and healthcare clearninghouses that maintain or transmit individually identifiable health information in an 
electronic format. 
 
What information in a patient record can make the patient’s health information identifiable? 
• medical record number 
• name 
• address 
• telephone number 
• email address 
• finger prints or voice prints  
• social security number 
• vehicle identification number 
• insurance number 
• certificate or business license number 
• religion 
• employer 
• FAX number 
• birth date 
• photographs, X-rays, or other images 
• Internet web address 



• billing account number 
 
Which medical records are covered by HIPAA? 
All medical records or billing information in any form are covered: oral, written, or electronic.  This means 
documentation in the form of hard copy/paper or on computer hard drive, diskette, telephone system, FAX, 
student or provider notes, and in PDAs. 
 
What are the responsibilities of healthcare providers under HIPAA regulations? 
Providers are required to: 
• Notify patients of their privacy rights. 
• Provide HIPAA training for staff. 
• Identify an individual responsible for compliance in each agency. 
• Obtain patients’ written consent for disclosure of information. 
• Secure patients’ records and limit access to staff needing information for providing treatment, obtaining 
payment, and conducting the operations of the practice. 
Key point:  Staff, including nurses and nursing students, has access only to minimum information 
necessary to perform their job.  For nurses and nursing students, the entire medical record is generally 
accessible. 
 
Who enforces compliance with HIPAA? 
Each healthcare agency must identify a privacy official to serve as a compliance officer.  In a small agency 
like a physician’s office, the office manager may serve in that capacity.  Large agencies, such as hospitals and 
universities, often have full- time HIPAA compliance or privacy officers.  Nationally, the DHHS Office of 
Civil Rights enforces HIPAA. 
 
What is the penalty for violating HIPAA? 
If a patient reports a HIPAA violation, the provider may face a penalty of $100 for each error that led to 
disclosure of private health information.  A fine of up to $250,000 and 10 years in prison can result for 
intentional disclosure of protected information for commercial advantage, personal gain, or malicious intent. 
 
How does HIPAA affect legally required reporting? 
To assure protection and safety of the public health, HIPAA allows for reporting child abuse/neglect as well 
as reportable communicable diseases and persons at risk of contact. This would include diseases like 
tuberculosis and sexually transmitted infections. 
 
How does HIPAA affect nursing research? 
A special set of rules applies to nursing research; these will be covered in your nursing research course. 
 
How does HIPAA affect the patient’s right to see the medical record ? 
Patients can request to see their records as before with a few exceptions, such as those involved in clinical 
trials, psychotherapy, and when the provider deems this as harmful.  Generally, the request is made the Office 
of Medical Records.  The nurse should follow the rules for a particular agency. 
 
Do HIPAA rules prevent an agency from mailing information to their patients? 
Mailing marketing materials to patients is prohibited.  The following information is protected: 
• newsletters 
• support group information 
• educational materials 



• information about new services 
 

Examples of Reasonable Safeguards for Protecting Private Health Information 
 
• Patients must consent in writing for care by a nursing student. 
• Information about patients should never be shared with others unless the need to know and have   
      agreed to maintain confidentiality. 
• Realize that email is not secure outside a particular agency. 
• Place FAX machines in secure locations.  Always use a cover sheet.  Assure that you know the      
      correct FAX number.  If the information being sent is particularly private, make sure the receiver is  
      standing nearby.  Remove received information from the machine promptly. 
• Keep computer screens turned away from public view.  Log off when the task in complete. 
• Do not share passwords with others. 
• Do not leave personal information on a patient’s voice mail/answering machine – simply leave the  
      message to return the call. 
• Do not discuss patients with others.  Pre and post conferences are protected and should be held  
      outside the hearing of those who should not have access to information.  Do not place identifiable  
      health information on student logs, care plans, or notes.  Do not leave care plans or logs in public    
      view (break rooms, automobiles, library, etc.). 
• Close Kardexes when not in use.    
• Use shredder before trashing patients data. 
• If you discover private health information that is not being safeguarded, notify the appropriate  
      person (faculty, preceptor, nurse manager). 
• Speak quietly when speaking with patients about private health information or when discussing  
      patients with other providers.  Choose a private space whenever possible. 
• Patients may sign in at reception area with name and time – nothing more. 
• Patients may be called by name from a public waiting area unless they request otherwise. 
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HIPAA Quiz 
 

Answer each of the following questions as either true or false. 
 
_____  1.   A major purpose of the HIPAA law is protection of privacy of patients’ health            
                        information. 
 
_____  2.   As long as the patient’s name does not appear on a document, adequate privacy 
                  has been maintained to satisfy HIPAA requirements. 
 
_____  3.   Only electronic documents are affected by the HIPAA law -- not paper (hard  
                        copy) documents. 
 
_____  4.   Nursing students should use only the minimum information necessary to provide  
                        patient care and participate in clinical learning. 
 
_____ 5.   The Georgia Hospital Association oversees HIPAA compliance and reports 
                  violators to the state Attorney General’s Office. 
 
_____ 6.   Sharing patient information inappropriately with the intent of personal gain can 
                 result in large fines and imprisonment. 
 
_____ 7.   Each agency has a designated HIPAA officer that can answer questions about 
                 the best means to safeguard privacy of patient health information. 
 
_____ 8.   Because of HIPAA legislation, nurses are no longer required to report 
                 suspected child abuse. 
 
_____ 9.  A clinic nurse who mails patients’ information about an illness or a support 
                group that might be helpful in coping with that illness has violated the 
                HIPAA regulations. 
 
____ 10.  A nursing student tells his wife that during clinical, he helped care for a television 
              celebrity, who had just had knee surgery.  This is a violation of HIPA 
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